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ABSTRACT

While malwares must be accurately identifiable from arbitrary programs, existing studies using classification techniques
have limitations that they can only be applied to limited samples. In this work, we propose a method to utilize API call
frequency to detect and classify malware families from arbitrary programs. Our proposed method defines a rule that checks
whether the call frequency of a particular API exceeds the threshold, and identifies a specific family by utilizing the rate
information on the corresponding rules. In this paper, decision tree algorithm is applied to define the optimal threshold that
can accurately identify a particular family from the training set. The performance measurements using 4,443 samples showed
85.1% precision and 91.3% recall rate for family detection, 97.7% precision and 98.1% reproduction rate for classification,
which confirms that our method works to distinguish malware families effectively.
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API name 1 2 3|1 4|5
NtProtectVirtualMemory | 169 169 [169 [ 169 | 173
SetErrorMode 118 | 118 |118 | 118 [ 120
NtFreeVirtualMemory 167 173 160 | 171 | 173
GetSystemInfo 114 114 114 | 114 | 114

Table 2. API frequency of ‘amonetize’ family

API name 1 2 3 4 5
InternetSetOptionA 19 19 19 19 19
NtReadFile 39 | 40 | 26 | 26 | 26
RegOpenKeyExW 309 | 711 | 749 | 755 | 751
RegQueryValueExW 91 435 | 453 | 454 | 455
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Table 4. Performance of detection and
classification
) Detection Classification
Family
Prec Rec Prec Rec
Berbew 1.0 1.0 1.0 1.0
Gator 1.0 1.0 1.0 1.0
Wabot 0.934 | 0.984 1.0 0.991
Mira 0.997 1.0 0.973 1.0
Multiplug 1.0 0.8 0.98 0.926

Loadmoney 0.938 | 0.818 1.0 0.96
Browsefox 0.993 | 0.894 | 0.909 1.0
Bladabindi 0.289 | 0.719 | 0.939 1.0

Gate 0.725 1.0 1.0 1.0
Installmonster | 0.638 0.92 0.968 | 0.938
Mean 0.851 | 0.913 | 0.977 | 0.981
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